YW Australian Government

Defence

CadetNet M365

Password Reset —
Supervisors Support
Guide

June 2026

To defend Australia and its national interests in order

Page | 1 to advance Australia’s security and prosperity
g www.defence.gov.au




Requesting a Password Reset

Contents
U o To ] TPt 3
Important Note — Multi-factor Authentication (MFA) RESEt:......ccecciverieeiiie e 3
1. Confirm Cadets Details in CadetNEt: ......c.ooiiiiiiiiie et 3
1.1 Check the Cadet’s Primary email address is correct in CadetNet ........ccceccvveeeeiiveeeccnnnenn. 3
2.1 Confirm whether the Cadet has an Authenticator app installed on their device............... 3
2.2 Install Microsoft AUtheNnticator APP: .o e 4
3. RequESt PassWOrd RESE......coiiiiiiiiiiiiiie ittt et e e st e e s sbee e e s s bae e e s sbaeeeeseneaeeesanes 4
3.1 Submit a password request email through to your services ICT Support Team................. 4
YV o T ol o =Y o o T=T  E N o U 4
4.1 EMail VErification ..c...ooeeeiiieeeeee et e 4
4.2 PasSWOId GENEIATION ....cccuieiiiiieiiertie ettt sttt se e e reeneesreesreesane e 5
4.3 PasswOrd DistribDULION .......cocuiiiiiieeee e e e e 5
4.4 Example of the email notification that the Cadet will receive: ........ccceeeeeiiiieccie e, 6

4.5 Example of the email notification that will be sent to the Commanding Officer or nominated

01T 5o o N 6
5.  Nominate an alternative RECIPIENT ......cicuiiie i e e e e e sbae e e e sanes 6
LT 1Y o oY 7= [ o Y=Y o Y [T 1T U UP SRRt 7
7. Additional INformation & RESOUICES........cceeiiiriiiiiiieesiee sttt st e s 7
8. CONTACES vttt s 7

Page | 2



Requesting a Password Reset

Purpose

This guide has been developed to support Supervisors in assisting Cadets to request a CadetNet
password reset.

As a supervisor, you can complete the checks below prior to submitting a reset request. These simple
steps will help ensure the reset process is successful.

A separate step-by-step help guide is also available to support cadets logging in for the first time after
their password has been reset:

Help Guide here

Important Note — Multi-factor Authentication (MFA) Reset:
If a Cadet has:

e Purchased a new device, or
e Deleted and reinstalled their authenticator app

They will also need to request an MFA reset, link to CadetNet be reset. This can be included in the
same request.

1. Confirm Cadets Details in CadetNet:

11 Check the Cadet’s Primary email address is correct in CadetNet:

People>Search>View Member details>Contact Info>Emails.

ADDRESS INFO
CONTACT INFO
Phiones:
Typa Pivirtan Auimisi e arsary Prevam
st - Piredte S o 3
Maiboa delivery; Radtas
Emails:
Typee Email address Primary Privaie Foruyrding
il Jane.doe@gmail.com o X X
1.2 If the email address is incorrect, update it before requesting a password reset.

2. Confirm Authentication Apps:
2.1 Confirm whether the Cadet has an Authenticator app installed on their device.

o |[fyes, proceed to Step 3. Request a Password
e I|fno, how to Install an authentication app (see below)
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Requesting a Password Reset

2.2 Install Microsoft Authenticator App:
Download and install a supported authenticator app, such as the
Microsoft Authenticator or Google Authenticator, on your mobile

device.

Note: If you are having issues with the Microsoft Authenticator
app, please check if your mobile device meets the minimum

operating systems (OS) requirements:

e Android 8.0 for Android
e i0S 15.0 for Apple

If the device does not meet this requirement, the app may not function correctly. It is recommended
that the device is updated before installation.

Please click here to access a full step-by-step guide on ‘How to install’.

3. Request Password Reset:

3.1 Submit a password request email through to your services ICT Support Team:

Australian Navy Cadets
Australian Army Cadets
Australian Air Force Cadets

4. What Happens Next?

4.1 Email Verification
Once the cadet’s password has been reset. They will receive an email requesting them to verify their
primary email address.

The cadet must click the link in this email to:

e Confirm the request
e Trigger the password reset process

Important: This link must be actioned within 7 days, or a new request will be required.

Page | 4


https://www.google.com/search?sca_esv=0f9b108d57af51d0&cs=0&q=Microsoft+Authenticator&sa=X&ved=2ahUKEwi6vtORt7uPAxWt2DgGHeQSBJEQxccNegQIKxAB&mstk=AUtExfAGUu2j3-u_k4LJsyz4iXPLEUeYIy_DZVhlvMA9PUqvJWi7NjJ-XXwvJ5I9FCahM0U4DPV1HEnzEPnTP__MXI1yu3epuCY1cuF4KhEm5RJGOkwqHqrn8TVESLtQdaihKCI&csui=3
https://www.google.com/search?sca_esv=0f9b108d57af51d0&cs=0&q=Google+Authenticator&sa=X&ved=2ahUKEwi6vtORt7uPAxWt2DgGHeQSBJEQxccNegQIKxAC&mstk=AUtExfAGUu2j3-u_k4LJsyz4iXPLEUeYIy_DZVhlvMA9PUqvJWi7NjJ-XXwvJ5I9FCahM0U4DPV1HEnzEPnTP__MXI1yu3epuCY1cuF4KhEm5RJGOkwqHqrn8TVESLtQdaihKCI&csui=3
https://www.cadetnet.gov.au/media/j0bh2w53/cadetnet-m356-login-to-cadetnet-help-guide-bn124263307-published.pdf
mailto:ITSOteamanc@navycadets.gov.au
mailto:aacict.support@cadetnet.gov.au
https://servicedesk.aafc.org.au/

Requesting a Password Reset

CadetNet

=)

A request to reset your password was submutted.
To confirm vour primary email address, please click the link below.
Email confirmation _

Do this within the next 7 davs, otherwise the link will expire and you'll need to start again.

4.2 Password Generation
Once the email is verified:

e (CadetNet will generate a new password.
e Email below will be received when Cadet confirms their email.

CadetNet

CadetNet password reset - email confirmed

Thank you for confirming your primary email address for a password reset to access CadetNet.

You will receive the first half of your password, with instructions on how to access the second half of the password, in your
confirmed email address.

Your new password will expire within 7 days.

4.3 Password Distribution
The password will be split in to two parts:

e The Cadet will receive the first half of the password
e The Units nominated person will receive the second half.

By default, the second half is sent to the Units Commanding Officer (CO, OC).

If an alternative recipient is required, this must be requested through your ICT support Team. Please
refer to Step 5. Nominate an alternative Recipient
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CadetNet

=)

[Y'ou have requested a password reset to access CadetNet.

[Your user ID is-

Please add @airforcecadets.gov.au, @armycadets.gov.au or [@navycadets.gov.au to the user ID to make your username.

[This 1s the first half of your password:-
Please contact your unit supervisor for the second half. It was sent to—

[f'ou will need both halves of your password to login to vour CadetNet account.

[This password will expire within 7 days.

4.5 Example of the email notification that will be sent to the Commanding Officer or
nominated person:

OFFICIAL

[#ADFCadets logo

QD

A user you manage has recently requested a new password to unblock their CadetNet account.

You are receiving the second half of the password for Mary Pen for CadetNet.

This is the second part of their password-

This user will contact you for this information. Please confirm their identity befare sharing this password.

This password will expire within 7 days.

5. Nominate an alternative Recipient
The 2" half of all password requests will automatically be sent to each units Commanding Officer
(Supervisor). If the units nominated person if not available you can request an alternative person:

Nomination member search prerequisites:
unit supervisor

- parent unit supervisor
Cadet Organisation system administrator

This request must be made through your ICT Team.
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6. Important Reminders
The Cadet must complete Step 4.1 Email Verification within 7 days

Ensure all steps are followed promptly to avoid delays.

7. Additional Information & Resources

Multifactor Authentication help guide

Registering for Self-Service Password help guide

Authentication Issue help guide

8. Contacts

For all further enquiries relating to Password reset please contact your ICT Support Team:

Australian Navy Cadets
Australian Army Cadets
Australian Air Force Cadets
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