Common Problems with Authentication.

“Lets keep your account secure” not working as expected

Some users are currently experiencing an issue where they are unable to proceed past Multifactor
Authentication (MFA) screen when accessing CadetNet M365.

This issue occurs when users only having one MFA registered on the system.

While we continue working a permanent resolution, a workaround is available. This guide will step
you through the process to access CadetNet M365 and complete your account set up.

Follow the Following steps.

1. Open Chrome or Edge on your laptop/PC
2. Click the [...] at the top right corner of the browser and select Incognito / InPrivate Window
3. Go to: https://mysignins.microsoft.com.mcas.ms/security-info
4. Enter your CadetNet login as normal
5. Once you reach
the “Lets keep your account CadetNet
“ P |
secure” screen, select “Use a K K S s i S
Different account” \ N Dl i i i iy ity M o
MFA or Login Troubile?
oty
T o ks St ol Somaboie ST S

Austrafian Navy Cadets
Australisn Army Cadets
Australian Al Force Cadets

6. Select your
B= Microsoft

CadetNet User name.
\ Pick an account
NS

E 2461255@cadetnet.gov.au
Signed in

Note: If your user name is not
listed please select “Use another
account”

@defence.gov.au
Connected to Windows

Use another account

E 2295693 @uat.cadets.netau



https://mysignins.microsoft.com.mcas.ms/security-info

7. RepeatStep6and?7a
few time until you get
through to this “My
Sign-Ins” screen.

8. Note: This could take up
to 3 or 4 times to get
through.

My Sign-Ins

DCON Rebecca Walker
2295693 @uat.adets.netau

& My Account
Overview
Security info
Devices
Change Password
Organisations
Settings & Privacy

Recent activity

B My Apps

O Search recent activity

Recent activity

You should recognise each of these recent activities. If one looks unfamiliar, you should review your security info.
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Operating System Browser
Windows10 Google Chrome
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App Account
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Now that you have successfully logged in, please follow this Help Guide to set up your second
authentication method and three security questions, enabling self-service password reset in just

a few easy steps.

1. Select ‘Security Info’
here is where you will
select and or update all
your security setting
anytime.

2. To add your second

method. Select + Add
sign-in method

My Sign-Ins -

B 22956030 uatcadets netau
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S My Account

Overview

Devices

Change Password
Organisations
Settings & Privacy
Recent activity

B My Apps

O Search recent activity

Recent activity

“You should recognise each of these recent activities. If one looks unfamiliar, you should review your security info
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& My Account
Overview
Security info
Devices
Change Password
Organisations
Settings & Privacy
Recent activity

B My Apps

L Search recent activity

Security info

These are the methods you use to sign inta your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

5 } Add sign-in method

[ Password Last updated:

& Microsoft Authenticator eren
© push muit-factor authentication (MFA) Phene pelete

Lost device? Sign out everywhere




3. For this example, Aoy

‘Phone’ method is 2
being select as the
second method of
authentication.

Microsoft Authenticator

Approve sign-in requests or use one-time codes

Phone
Geta call or text to sign in with  code

Alternative phone

Get a call to sign in with 2 code

Security questions

Answer these to reset your passy

word

Learn more about cach methed to help you choose.

When you select the ‘Phone’ you have two options to progress;

Option A — Link a Mobile Number

Country Code:
Australia

Phone Number:
Enter your mobile
number

Verify: Verify: For
mobile set up you
can select either
option here. For
this example select
‘Text a code’
verification code
will be sent as a
text to your mobile.
If you select ‘Call’

¢

Verify it's you with a call or text code to your
phone.

Country code

Australia (+61) ~

Phone number

| 04( |

Choose how to verify
© Text a code

O call

Message and data rates may apply. Pressing Next
means that you agree to the Terms of service and

you will receive an
automated call that

Privacy and cookies statement.

will ask you the select # to verify.

Option B — Link a Landline

Country Code:

Australia

Phone Number:
Enter your mobile
number

Verify: Landline
option select ‘Call’
This will initiate an
automated voice
call to your phone
which will ask you
the select # to
verify.

Note: This option is
recommends for
ADF members that
access CadetNet in

8

Verify it's you with a call or text code to your
phone.

Country code

Australia (+61) s

Phone number

02

Choose how to verify

() Texta code
(@) cal

Message and data rates may apply. Pressing Next
means that you agree to the Terms of service and
Privacy and cookies statement.

v EZ

a Zone3. Here you will enter your Skype number.

For this example Option A - Link a mobile is being selected

4. Enter mobile details as
follows;

Country Code: Australia (+61)

Phone Number: Enter your
mobile number

then Select Next

¢

Verify it's you with a call or
phone.

Country code

united States (+1

text code to your

Phone number

Enter phone number

Choose how to verify

(®) Text a code

O call

Message and data rates may apply. Pressing Next
means that you agree to the Terms of service and
Privacy and cookies statement.

Back Next




The system may ask you to then verify you’re not a Robot. If not Let's prove you're human .
progress to step 6.

Enter the characters you see in the image.

5. Enter the code you see, then select Next

() Newimage o Audio
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.

6. Now you should receive a
verification code to your
mobile that you will need
to enter here and select
Next

Verify your phone number <

Enter the code we sent to +6104

| 386326 |

Didn't receive the code?

7. Select Done.

@ Phone number added

¢

You ¢an now receive a code each time you sign in.

Done

8. Listed will be your two By signns
methods of = Security info
aut he nt|cat|o n. These are the methods you use to sign into your account of reset your password.
. DCON Rebecea Walker o - . o
2283603 ustcodets netau Default sign-in method: Microsoft Authenticator - notification Change
. . & My Account ~ ~+ Add sign-in method
Now let’s finish off by N
verview R, Phone +6104 Change Delete
setting up your three S
. . . [ Ppassword ';:; :"’::;d Change
security questions. This
. . Change Password Microsoft Authenticator B ihone Delete
WI I | ena b | e se If-se rvice — ® Push multi-factor authentication (MFA)
password reset. . T

Recent activity

B My Apps




My Sign-Ins

9. Select + Add sign-
in method — |

Security info

These are the methods you use to sign into your account or reset your password.

DCOl
2295693 @uat Default sign-in method: Microsoft Authenticator - notification Change

& My Account ~
Overview Q  Phone +6104 Change Delete
Security info
[ Password Last updated: Change
2 hours ago
Devices
Change Password Microsoft Authenticator ;
Push muli-factor authentication (MFA) Phane Delete
Organisations
Settings & Privacy. Lost device? Sign out everywhere
Recent activity
B MyApps

10. Select security questions

Add a sign-in method

Microsoft Authenticator
Approve sign-in requests or use one-time codes

Alternative phone
Get 3 call o sign in with a code

) Security questions
¥ Answer these to reset your password

Learn more about each method to help you choose.

11. Click on each ‘choose
question #’ a dropdown Add security questions
list of questions will
present. Select three P
different options and )
apply answers to each. You'll answer these questions 1o reset your password.
Once completed select "’"‘V -
Next

Choose question 2

Answer for question 2

Choose question 3

Answer for question 3

12. Select Done

@ Security questions added

?

You'll answer these questions to reset your password.

Done




System will default back to the
‘Security info’ screen which
now list’s your two methods of
authentication, and your three
security question.

Congratulations! You have
finalised and futureproofed
your future capability to login
to CadetNet whist also

i3 My Sign-lns v

W) DCON Rebecca Walker
2205693 @uat.cadets.net.au

& My Account
Overview
Security info
Devices

Change Password
Organisations.
Settings & Privacy
Recent activity

B My Apps

Security info

These are the methods you use to sign into your account or reset your password.

Default sign-in method: Microsoft Authenticator - notification Change

+ Add sign-in method

Q,  Phone

[ password

Microsoft Authenticator
Push multi-factor authentication (MFA)

@

7 Securty questions

Lost device? Sign out everywhere

6141

Last updated:
2 hours ago

iPhone

3 security questions added

Change

Change

enabling self-service password reset for your account.
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